In this paper, the wavelength mismatch between the message and the chaotic carrier in the chaotic optical communication with chaos-masking has been experimentally investigated. The results show that the decryption performance of the receiver can be improved when the message wavelength is greater than that of the chaotic carrier. When the wavelength offset is set to 0.12 nm, high-speed secure optical communication with a message of 2.5 Gbits/s is achieved.
Introduction
As a hardware-based encryption technique at the physical layer, the chaotic optical communication has attracted extensive interests from the community of secure and optical communications during the past decade [1, 2] . At the receiver, the message can be filtered out by the receiver laser, and the chaotic carrier that synchronizes with the carrier generated by the transmitter can be obtained. Then, the message can be decrypted by subtracting the output of the receiver laser from the encrypted signal [3, 4] . With the in-depth exploring the secure chaotic optical communication, the issues for secure chaotic optical communication mainly focus on bandwidth enhancement [5] , generation of novel chaotic carriers [6] , chaotic photonic integrated circuits (PICs) [7] , and bidirectional communications [8] . It is important to solve these issues for which can improve the performance of the system and promote the practical applications. However, the encryption schemes as well as the relationship between the message and the chaotic carrier is the most important factor, which constraints the performance of the secure chaotic optical communication system directly.
At present, three encryption schemes have been proposed for the secure chaotic optical communications, namely, chaos modulation (CM), chaos masking (CMS), and chaos shift-keying (CSK) [9] . For simple physical processes and convenient achievement, CMS is the most common encryption scheme. Argyris et al. experimentally investigated the performance of the three encryption schemes with a message of 1.5 Gbits/s [10] . However, it is still a problem being worthy further investigating how to improve the performance of different encryption schemes and to promote the data-rate of message.
In this paper, the mismatch of the wavelength between the message and the chaotic carrier in the secure chaosmasking optical communication has been experimentally investigated. The relationship between the mismatch of the wavelength and the performance of the system has been quantitatively analyzed. When the wavelength offset is set to 0.12 nm, high-speed secure communication with a message of 2.5 Gbits/s has been achieved experimentally. Figure 1 shows the experimental setup of the secure optical communication system with chaos-masking. The chaotic carrier is generated by optical feedback. The circulator, optical coupler (OC), and the variable optical attenuator (VOA) constitute the fiber-loop. The chaotic carrier is then split into two paths by a 50:50 OC after amplified by an Erbium-doped fiber amplifier (EDFA). The upper path is used for encrypting the secure message by CMS, and the lower path is transmitted as a secure key. At the receiver, the two optical signals are detected by two photodetectors (Discovery Semiconductor, DSC-R401HG-39). Then, the message can be decrypted by subtracting the secure key from the encrypted message. The radio-frequency filter here is used to filter the extra high-frequency noise. The digital storage oscilloscope (Agilent DSO90404A) at the receiver-end is used for real-time record of the synchronization between the two chaotic signals and the decrypted message.
Experimental Setup

Chaotic Synchronization
The waveforms of the two chaotic signals without message at the receiver are shown in Figure 2(a) and (b) . It can be seen that the synchronization of the system is well achieved. The correlation coefficient of the two chaotic signals is 0.9485, which provides a guarantee for the realization of the secure chaotic optical communication.
Effect of Wavelength Mismatch on the Decryption Performance
In the experiment of secure chaos-masking optical communication, the continuous wave (CW) emitted by a tunable laser (Thorlabs, TL1550-B) is modulated by a Mach-Zehnder modulator (MZM). Then a 1.25-Gbits/s optical message is generated. The message is hidden into a chaotic carrier by an OC, and launched into the fiber for secure transmission. At the receiver, the message can be decrypted by subtracting the secure key from the encrypted message. The wavelength of the message can be changed by adjusting the wavelength of the tunable laser, and ∆λ is defined as the wavelength offset between the wavelength of the message and that of the chaotic carrier and that of the chaotic carrier, respectively. ∆λ > 0 means the wavelength of the message is grater than that of the chaotic carrier and vice versa. In the experiment, the wavelength of the message is changed to get different ∆λ, and then the decryption results are recorded The experimental results are shown in Figure 3 . It can be seen that when ∆λ = 0, which means the wavelength of the message matches with that of the chaotic carrier, the message recovered at the receiver is of bad quality. When ∆λ is less than zero, the quality of the recovered message is improved. And a lager |∆λ| means a better result. When ∆λ is greater than zero, the decryption performance can also be improved. Comparing different wavelength offset, it is found that the decryption performance is better when ∆λ is greater than zero.
High-speed Secure Chaotic Optical Communication
In the secure chaos-masking optical communication system, the larger the wavelength difference is, the better the decryption performance is. However, a larger wavelength difference will lead to less security of the message. Therefore, it is necessary to consider both the security of the message and the decryption performance of the receiver. A suitable wavelength offset will facilitate the achievement of the high-speed secure communication.
When ∆λ is set to 0.12 nm, the experimental results of the secure chaotic optical communication with a 2.5-Gbits/s message is shown in Figure 4 . It can be seen that the message is safely hidden in the chaotic carrier and well recovered at the receiver, which means the highspeed secure communication is realized successfully.
Conclusions
In this paper, the mismatch of the wavelength between the message and the chaotic carrier in the chaotic optical communication with chaos-masking has been experimentally investigated. The results show that the decryption performance of the receiver can be improved when the wavelength of the message is greater than that of the chaotic carrier. When the wavelength offset is set to 0.12 nm, high-speed secure communication with a message of 2.5 Gbits/s can be achieved. The results presented here may provide some useful suggestions for the practical applications of secure chaotic optical communications.
